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ORCHESTRIAAND THE INFORMATION BOUNDARY

The network perimeter has all but vanished. 
Don’t let electronic communication control vanish with it.

The Orchestria Solution 
Orchestria provides Electronic Communication Control
(ECC) that encourages appropriate employee behavior,
ensures regulatory compliance, and secures confidential
data. Only Orchestria controls threats across all electronic
communication channels and provides integration with
leading archive vendors, giving customers an unprecedented
level of control for the full life of a message. Orchestria's
family of control solutions is powered by highly accurate
and adaptable policies that drive our core approach. Our
Real-Time Prevention™ accurately detects policy violations
before messages are sent, Intelligent Review™ targets only
the messages that matter, and Smart Tagging™ categorizes
all messages as they reach the archive.

n Distributed and fully
redundant architecture
ensures complete coverage of
both external and internal
electronic communication.

n Discover, alarm and take
action on regulatory,
corporate, and security
violations. 

n Apply highly accurate policy
in real-time to stop non-
compliant messages from
being sent. 

n Benefit from highly accurate
and field-proven PolicyPaks
that are developed by
industry experts and speed
your time-to-compliance. 

Fast Facts

Corporate networks area becoming increasingly interconnected through the use of VPNs,
peering points, satellite offices, and outsourced IT facilities. This interdependence has
all but erased the notion of a clearly defined network perimeter.

While many perimeter technologies address external communication issues, only
Orchestria extends coverage to include threats from within which can easily comprise up
to 50% of all electronic communication. And we do this across all channels. No other
company provides the coverage of both external and internal electronic communication
to ensure that every message is fully compliant with corporate standards, regulatory
requirements, and the need to secure confidential information.

07.04



© 2007 Orchestria | www.orchestria.com

More about Orchestria
and The Information Boundary
Orchestria integrates with LDAP and Active Directory so our
solution always recognizes the roles of individual employees and
what specific policies should apply to them. In addition, our
document classifiers can apply policy to literally hundreds of
different types of documents to ensure that attachments are also
free of violations. This type of blanket coverage ensures that all
channels of electronic communication, both internal and external,
are fully compliant. Furthermore, Orchestria is able to process all
electronic communication including encrypted messages and
password protected files – something that is not possible with
perimeter based solutions.  

The Orchestria solution will:

n Utilize pre-built PolicyPaks developed by industry experts
and validated in customer environments

n Deliver accurate real-time protection that guides the user
with specific instruction on how to resolve violations
before a message is sent

n Apply highly accurate policy that alerts the designated
administrators of all potential violations in real-time

n Cover all communication channels-from corporate e-mail,
BlackBerry™, Web-based activity, Web browser usage and
instant messages

n Deliver the only real-time enforcement for Bloomberg
Professional™ service (not post-activity logs)

n Covers both internal and external communication; both
encrypted messages and password protected
attachments

n Comprehensive supervisory workflow with the ability to
find, flag, approve, export and audit a message. Send
messages and escalate issues to upper management-all in
one single application

Orchestria and The Information Boundary
Electronic communication has been called “the great engine of
truth” because this is where employees “let down their hair” and
make off-the-cuff comments between departments. That’s why
today’s leading organizations have implemented Orchestria across
their enterprise to detect, prevent and deter non-compliant
activity across all their electronic communication channels.

Selected Policies

n Information Boundary
Enforcement Policy
Group

n Boundary Enforcement,
Insurance/Reinsurance

n Question of Ethics

n Questions of Legality

n Rumors and Speculation
Detection and Control
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