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Welcome to Shavlik NetChk™
Compliance

Shavlik NetChk Compliance provides an
automated method of controling system
and security settings configurations
Administrators can now quickly identify and
remediate any issue which may present a
security risk or affect policies that may tie
directly to regulatory compliance.

Shavlik NetChk Compliance offers the ability
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New! Shavlik NetChk™
Compliance Now Available

Shavlik has announced the availability of
Shavlik NetChk Compliance, a security
information and configuration management
tool that identifies security configuration
errors and enables system administrators to
correct the errors.

Shavlik NetChk Compliance offers best
practices that cover & wide range of systems
including operating systerns, web servers
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Simplifying Operational Security
“Security Configuration Automation for IT Audit Readiness”
Executive Summary

Shavlik Technologies provides innovative security software solutions that simplify the most complex of IT security related challenges. Shavlik’s products are widely used around the world, providing customers with a comprehensive set of security solutions that help them effectively manage the security of their organizations. 

This white paper will offer insight into challenges customers face today regarding the development of a uniform set of system security configuration standards, often referred to as a “security configuration baseline,” in addition to the management, and enforcement, of that baseline as it relates to compliance with either government regulations or internal security policy.

The Current Challenge

IT executives are increasingly confronted with the dual challenge of managing risk to their organization as well as complying with various external and internal system mandates. Today, most vulnerabilities are a direct result of system configuration errors or the lack of a consistent means of measuring the condition or state of a given machine on the network. As a result, this often leaves a gap between an organization’s documented security policy vs. the existing state of individual systems on the network. This gap leaves organizations exposed to multiple risks such as downtime from system failure, introduction of security vulnerabilities and insider security threats.  If an organization cannot prove adherence to security policy, the odds are likely it will not pass an IT system audit – whether the audit is to validate use of internally mandated controls such as COBIT or ITIL processes, or mandated externally by legislation such as Basel II, Sarbanes Oxley, or FISMA.

The main drivers for a more advanced method of developing and managing a security configuration baseline are as follows: 

Regulations & Compliance - Many of the recent regulations demand that IT should be able to provide evidence of the “current state” of the systems on the network, while maintaining auditable reporting to demonstrate compliance. These regulations have caused a significant increase in the attention IT organizations place on understanding and managing the elements that make up their IT environment, as well as the tracking of system change. These requirements have heightened the demand made on IT operational groups to better understand and control the configuration of the systems on the network.

IT Best Practices – More organizations today are relying on best practice based frameworks such as COBIT, COSO, or ITIL to both improve delivery of their Service Level Agreements and to demonstrate strong IT governance capabilities to outside auditors.
Continuous Network Change - With new system additions growing at an unprecedented rate, and “configuration drift” on the rise, the impact on already limited staff resources has been dramatic. With the pressures of regulatory requirements increasing, the need to achieve and maintain compliance and better configuration control may require the implementation of new technology. 

To address these dynamics, it’s imperative that IT organizations establish a well defined security configuration baseline to help determine the “desired state” of each machine. As part of a best practices framework implementation to improve security, policy compliance, and overall IT service levels, organizations should consider establishing security configuration baselines as well as automated remediation controls to return a system to the stored, approved configuration baseline if changes occur.
Security Configuration Baseline – What Is It?

Establishing a well defined security configuration baseline provides a solid foundation to help control the task of managing the approved,” desired state,” of any IT systems infrastructure.

A security configuration baseline is a collection of security settings that have been identified as “critical to measure.” These settings are tied to specific measurable elements that correspond to how a system should perform, without deviation – established at a specific point in time. A typical security configuration baseline includes control over services, account management, registry control, and much more. Each system in your organization should have a pre-defined and approved security baseline established to include domain controllers, file servers, print servers, application servers, and clients.

This baseline provides a compliance benchmark that defines how an organization’s computer systems are currently configured. By using a well-developed security configuration baseline, an IT organization can leverage its policy to verify and maintain the proper state of configuration for each system. It can also act as a point of reference to determine how effective new security policies are in managing threats against the network.

There are many ways to interpret the proper use of a security configuration baseline. It can be used as an internal control point for compliance management as well as the defining source of information about the IT environment. Security configuration baselines help guide and enforce the proper configuration for all devices throughout the enterprise. 

The development of a security configuration baseline will help to better identify vulnerabilities and assist with policy compliance, thus providing a more efficient and repeatable process.

Benefits of a Security Configuration Baseline

One of the most common complaints about creating and implementing security baselines is that they are extremely hard to establish for the myriad of different systems on the network, and are nearly impossible to effectively implement. The challenge associated with keeping all those systems up to date with the latest security baseline changes makes it a difficult task. But there are multiple benefits realized from the use of baselines that support operational, security, and compliance goals.
Operational Benefits – Leading industry research (from Gartner, CERT, and others) indicates the over 80% (or more) of system outages are due to system change – either mis-configured or unpatched systems. Establishing a baseline of what the security settings are for a given machine, along with the ability to detect and correct any change from that baseline, reduces the likelihood of system downtime due to unplanned change. The use of baselines also provides auditable proof of support for IT best practices. The ability to pre-establish a security configuration baseline for various types of systems will improve security, while creating a long term positive impact on the resources required to manage and audit existing systems. 

Security Benefits - The capability to leverage a well developed security configuration baseline with pre-defined configuration policy development can greatly enhance a system's security. When there are alterations made to any given system, the ability to manage and control those changes reduces exposure and risk - making each change to the system visible and ensuring full accountability. Defining and implementing a baseline for security configuration requires that systems comply with a configuration that has been tested and known to work. Managing systems with a “proven” standard configuration will provide needed helpdesk relief, and will help further harden your systems. 

Policy and Compliance Benefits - By using a more automated means of controlling and managing security configuration settings, security managers can save both time and money. These savings are realized by the reduction in frequency of internal audits, and the increasing ability to quickly respond to any external audit request that may be tied to regulatory requirements.

What Can Be Done 

With the large variation in the type and function of the various systems, the first step towards the development of a good security configuration baseline is the development of a “gold standard.” A “gold standard” is best characterized as one that is pre-configured using the appropriate configurations settings that are considered as the “desired state” for each system. The use of a “gold standard” helps identify the appropriate set of security settings required for each category of system on the network.
Things to Consider When Creating a Security Configuration Baseline

· Carefully define (by system) what the appropriate set of security configurations are that need to be in place and measured.

· Using your existing security policy definitions, identify and determine if there are any existing regulatory requirements that may be relevant to your organization, and include the relevant settings that may apply and the appropriate measures. (Note: this can be easily established by the creation of a “gold standard” set of machines to use as a basis.)

· Fully document and track any defined security configuration. This will provide the necessary audit support for future reference.

· Identify an appropriate control framework which will provide a measurable, well known method of tracking compliance with either internal best practices or specific government regulations, and then establish a method for mapping the approved configuration baseline to the IT control standard chosen. 
Mapping Configuration Baselines to Accepted IT Controls
The use of commonly accepted IT controls, such as ISO 17799 and/or NIST 800-53, can provide the assurance that the security policies and baselines that have been created are well founded, and will meet the requirements of both internal and external auditors.
ISO 17799 is used as the basis for security controls and management within multiple IT best practices frameworks, including ITIL and COBIT.  NIST 800-53 provides recommended security controls for US Federal information systems in support of agency compliance with the Federal Information Security Management Act (FISMA).  These standard controls can then be used to help map any defined configuration policy back to a particular regulatory requirement. 



Security Configuration Baseline Management Process
To take full advantage of the strength of a well defined security configuration baseline, and fully leverage the process, the following series of steps are recommended:
Security Settings Definition – Creation of a “blueprint” that outlines the various security configuration settings that will be measured by machine, or the “gold standard.”

Development Of A Baseline – The creation of the “desired state “ for each security setting, and the means to measure and monitor the condition or state of a give machine.

Policy Creation – This is the blending of the security setting and the baseline requirements in the form of a policy that will be monitored and enforced. 

Assessment - Collect machine condition information and compare it to the baseline while identifying any deviations from the baseline.

Remediation – Based on the assessment of the environment, any deviations from the baseline must be investigated and justified or remediated.

Manage – Once in place, the security configuration policies that have been created must be monitored and managed, with the ability to report on any changes or deviations.
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The Shavlik Solution 

Shavlik’s compliance management solution is automated to help you easily manage critical system and security configurations. Shavlik NetChkTM Compliance makes it easy to establish and manage a security configuration baseline, while helping to preserve organizational security and complying with either governmental or industry based regulations.
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Shavlik’s solution provides a means of automating the development and management of a security baseline – thus reducing the risk of systems being out of compliance with stated policy.
With Shavlik NetChk Compliance, your organization can:

· Develop a security configuration baseline policy from scanning a single machine, which has been identified as the “gold standard” from which all others will be measured.

· Develop policies from an extensive library of settings and industry best practice information. Each policy can be easily applied to the appropriate machine or group.

· Once in place, Shavlik is uniquely positioned to enforce each policy while helping reduce the cost of compliance, and improving the likelihood of passing an audit.


Why Choose Shavlik NetChk Compliance:

· Dramatically reduce manual administrative time with automated scanning and remediation 

· Manage potential for risk tied to system configuration vulnerabilities 

· Security auditing based on the industry standard ISO 17799 or NIST 800-53 security controls
· Helps you address SOX, Basel II, FISMA, GLBA, and HIPAA 

· Extensive reporting capabilities 

· Over 230 security settings 

· Ease of Use - get up and running in 30 minutes or less 

· Security best practices from Shavlik's security consulting experts 

· Settings recommendations based on real-world experience 

· Content for securing operating systems, databases and web servers 

· Support for SQL Server 2000 & 2005 

· New Policy-Built-From-Scan Feature 

· Right click improvements for ease of policy development and enforcement 

· Fast, multi-threaded scan engine up to 64 scan threads active at one time

Conclusion

Today, organizations continue to struggle with the development and management of well defined security configuration baselines. Shavlik offers a comprehensive solution that will help organizations proactively develop and maintain a baseline level of security, thus helping to proactively enforce existing polices which promotes greater network security.

Shavlik provides a meaningful set of security configuration metrics that organizations can use to more effectively measure the security of their network and satisfy the ever growing litany of compliance requirements.

About Shavlik

Shavlik Technologies, LLC is the market leader in the simplification of complex enterprise network configuration, compliance and security.  Shavlik’s solutions support an organization’s need for Active Vulnerability Management – the automated and continual process for preventing, detecting, and removing critical security threats from corporate networks while maintaining policy-driven security configurations.

Founded in 1993, Shavlik Technologies is the de facto industry standard for patch management solutions.  With more than 10,000 customers worldwide, Shavlik is trusted to provide the most up-to-date security patch data and the most comprehensive discovery capability to maintain a customer’s overall network security integrity.  Company CEO Mark Shavlik is a founder of the patch management industry as he teamed with Microsoft in 1999 to create the patch engine for Microsoft Base Security Analyzer (MBSA).  
[image: image2.png]


[image: image3.png]



� EMBED PBrush  ���








Shavlik Technologies 

Page 2

[image: image5.jpg]< Shavlik



_1235472446

