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Malicious Spyware in the Enterprise 

Malicious Spyware is quickly becoming a major threat not only to the individual computer user, but also to 
the entire enterprise. While anti-Spyware products have been designed for consumer use, performing 
signature-based scans in an attempt to keep systems clean, the enterprise is lacking a solution that can be 
applied and manage across the network without impacting business productivity. The need is critical, as 
enterprises are exposed to the increasing complexity and speed of malicious attacks, the difficulty of 
protecting a mobile workforce, and major concerns for data privacy and regulatory compliance. 
 
Imagine this scenario: At a small software company, computer hackers gain access to a top executive’s 
computer, and install software to log keystrokes. They use the logins and passwords to gain access to his 
email account, and use that to distribute keylogging software onto other machines in the company. In a 
short amount of time, the attackers steal the entire source code and post it on the Internet. The story 
reaches the press, the company’s reputation is damaged, and forthcoming releases are delayed. 
 
Fiction? Unfortunately not. This series of events happened to a computer games manufacturer in 2003. This 
story illustrates some of the dangers of the current generation of information-stealing malicious code 
(malware) that attackers are using. And it is not just corporate users who are under attack: similar keylogging 
and backdoor technology can be used to steal usernames and passwords to banking sites, credit card 
numbers and other sensitive information. This can then be used for identity theft, fraudulent purchases or 
even money laundering. Any PC or server connected to the Internet is vulnerable to malicious Spyware. 
 
Spyware describes a range of programs, from the relatively innocuous tracking of browsing habits, through 
malicious, targeted information stealing. It is becoming more widespread as criminal activity on the Internet 
increases. The software hides on machines (sometimes using technologies associated with rootkits), and 
slowly collects data by logging keys. Often the programs also allow “backdoor” access to the compromised 
machine over the network, allowing an intruder free rein over the files stored on the machine, as well as 
providing a good base for other machines to be compromised. 
 
There are currently two main approaches to defending against this kind of threat: signature-based 
mechanisms, as offered by anti-virus and anti-Spyware vendors, and behavior-based mechanisms, more 
often called Intrusion Prevention Systems (IPS). 
 

The Signature-Based Approach 

Signature-based mechanisms rely on having a sample of the malicious code, from which unique 
information can be extracted. The exacted form of this signature will vary with different implementations. It 
might be the sequence of bytes in parts of the executable on disk, a hash or digest of the executable itself, 
or associated registry keys and other settings. Once a sample has been analyzed and a signature generated, 
the signature will match any other copies of the same code, giving fairly accurate detection (low rates of 
mistakes or false positives).  
 
However, signature-based mechanisms are not really appropriate for this type of threat, for a variety of 
reasons. First, the stealthy nature of malware programs makes them difficult to detect in the first place, 
reducing the availability of samples from which signatures can be generated. Second, stealth technologies 
allow these programs to evade detection by most anti-virus and anti-Spyware programs—they can hide 
their files from the security programs so that they are not even scanned. Third, for directed attacks, it is 
highly likely that the attack software will be customized so that even if a signature were generated, it would 
be worthless as the custom version would be varied enough to avoid detection. 
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Signature-based mechanisms were originally developed to defend against slowly spreading viruses, and 
that remains their sweet spot. While there is a class of spying programs that currently are of this type, for 
example, simple programs downloaded from Internet sites (so called “drive by downloads”), it is so 
straightforward to change a program’s structure without changing its functionality that even a small 
increase in sophistication will invalidate the whole approach. So, although many false positives may be 
avoided, the rate of false negatives (failed detection of attacks) is high. 
 

The Behavioral Approach 

The alternative technology is intrusion prevention. These systems work by constraining the behavior of 
applications, often using rules. There are generally two types of rules, global rules that apply to all 
applications, and application-specific rules that are tailored to particular known applications. 
 
Global rules are applied to all actions taken on the computer, and are broad; they are designed to catch 
egregiously bad behavior. An example of a global rule might be preventing programs reformatting the hard 
disk, or modifying important parts of the registry. The idea for global rules is to create rules that no normal 
program will break, which, given the diversity of programs, is pretty hard. 
 
Application-specific rules are defined to constrain the actions of particular executables. For example, Internet 
Explorer might be constrained to only write html files to its cache directory, and not be allowed to modify 
registry settings associated with other programs. 
 
Since the information stealing malware is likely to be an unknown process, it will not have any application-
specific rules to constrain it, so will only be subject to the global rules. However, those rules must be set so 
broadly, that they will generally allow most of the behaviors associated by malware, for example installing a 
keylogger and using the network. 
 
Creating global rules to prevent malware can be difficult, if not impossible, unless users are willing to forego 
the use of many common applications. For example, it would be relatively straightforward with most 
systems to prevent applications from logging keys (from preventing them calling the functions associated 
with getting keyboard information). The problem is that many legitimate applications also install keyloggers. 
For example, instant messaging (IM) clients use keyloggers to maintain the current status of the user as idle, 
busy, etc. Managing the rules and the exception lists quickly becomes complex and time-consuming. 
 

Combinations of Behaviors: A Holistic Approach 

What is needed is to take a more holistic view of the program 
behavior. The malware and the instant messaging client may 
well share one behavior (logging keys), but they are different 
in many other ways: the malicious code will be stealthy, 
running without a visible window, and may hide its process 
from the Windows task manager, while an IM client needs to 
have a window open for messages to be typed into; the 
malware is unlikely to be installed correctly, having no entries 
in the Add/remove programs control panel; the executable 
for the IM client might be signed by a reputable authority, 
and so on. 
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A better technique to stop the malicious code is thus to take into account many different aspects of the 
program behavior, and combine them to get a prediction that a particular process is malicious or not. 
Predictions are never 100% accurate, and this system will likely make mistakes (false positives). These are 
usually dealt with using an exclusion list, but since this list is generally at the process level (trust executable 
abc.exe), not on the rule level (process abc.exe can have a keylogger), it is easier to manage than complex 
rules and exceptions. 
 
Focusing on behavior is powerful, as unlike signature mechanisms, it can detect the malicious behavior of 
previously unknown applications. However, it is important that the behaviors analyzed are a complete set, 
otherwise programs could evade detection by not exhibiting some behaviors. In determining a list of 
potentially suspicious characteristics, choosing aspects that are essential to the malware’s success makes 
detection difficult to evade. For example, an important characteristic is the ability to survive (restart after) a 
reboot. Malicious code that could not survive a reboot would not be particularly successful, as in a desktop 
environment, machines are rebooted frequently. 
 

Primary Response Prevents Malicious Spyware 

Sana Security’s Primary Response software incorporates this holistic behavioral approach to prevent 
malicious Spyware. In addition to known good and known bad application lists, Primary Response uses 
Active Malware Defense Technology (Active MDT) to identify potentially malicious software and respond to 
complex threats. This allows for the detection of zero-day attacks, customized malicious attacks and blended 
threats, all of which cannot be detected by signature-based approaches. Primary Response protects servers 
and PCs in heterogeneous, mobile environments, providing an instant and continual line of defense against 
complex and changing attacks such as worms, Trojans, rootkits and other malware. By monitoring and 
reacting to program behavior, Primary Response prevents zero-day attacks and protects against the many 
variants of malware, making it essential protection for the critical gap left by signature-based products and 
patch updates.  
 
Using signature-based methods is unlikely to be sustainable—programs can be easily customized or hidden 
to evade detection, or are simply too rare for signatures to be effective. The alternative is constraining 
behavior, but the simplistic approach of constraining programs with rules is not really appropriate for the 
threat. What is needed is security software that takes a holistic view of program behavior, evaluating 
suspicious actions within the context of the previous actions and attributes of the program. Primary 
Response detects and prevents malicious software by focusing on combinations of behaviors, and is 
therefore able to scale and also meet the threat posed by direct information stealing attacks.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 



MC02-0007-300  Malicious Spyware White Paper · ©2005 Sana Security · Page 5   

 
 
 

 
 

 
2121 S. El Camino Real, Suite 700 
San Mateo, CA 94403 
650.292.7100 • Fax: 650.292.7110 
www.sanasecurity.com 
 
 
About Sana Security 
Sana Security creates award-winning, autonomous enterprise security software that is aware of environment 
change, adaptive to new threats and active in preventing attacks before they do harm across mission-critical 
computer systems.  Sana Security's Primary Response® and Attack Shield brand products improve security 
and business continuity for large enterprises and government organizations on servers, personal computers, 
and industrial systems, while driving the emerging standards for simple, secure computing in an Internet-
connected world. Sana Security is headquartered in San Mateo, Calif. (Silicon Valley), with offices in global 
business and technology centers and can be reached at www.sanasecurity.com or 866-900-SANA. 
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